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Tata Motors Careers - Jobs For Freshers -
Information Security Analyst Jobs Alerts

Job Location

India

Remote work from: IN; US; AU; NZ; HK; JP; KZ; MY; SG; TW; TH; UZ; VN; AT; BY;
BE; DK; FR; DE; GR; NL; RU; ES; CH; UK; GB; DZ; KW; MA; QA; SA; MX; AE; CA;
GT; DO
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Base Salary
USD 14 - USD 18

Qualifications
12th/Graduate
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Employment Type
Full-time

Description

Tata Motors Recruitment 2024

About Tata Motors

Tata Motors, a global automobile manufacturer, is a pioneer in India’s automotive
industry. From iconic vehicles like the Indica and Nano to the cutting-edge electric
cars of today, Tata Motors has been at the forefront of automotive innovation for
over 75 years. With a strong commitment to sustainability and a vision for a future of
clean mobility, Tata Motors is shaping the transportation landscape of tomorrow.
Why Join Us as an Information Security Analyst?

In this dynamic role, you'll play a vital part in safeguarding Tata Motors’ critical
infrastructure and data. You'll be at the forefront of our cybersecurity team, working
alongside industry experts to identify, analyze, and mitigate potential threats. This is
a unique opportunity to contribute to the security of a global automotive leader while
honing your skills in a fast-paced and rewarding environment.

Position: Information Security Analyst (Remote)

Company: Tata Motors

Location: Remote (Open to applicants from all locations)
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Job Summary:

Hiring organization
Tata Motors

Date posted
April 13, 2024

Valid through
31.12.2024

APPLY NOW
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As an Information Security Analyst, you'll be responsible for a wide range of tasks,
including:

e |dentifying and analyzing security vulnerabilities in systems and
applications.

¢ Monitoring security events and incidents, investigating potential breaches,
and implementing appropriate response measures.

¢ Assisting in the development, implementation, and maintenance of
information security policies and procedures.

¢ Staying up-to-date on the latest cyber threats and trends, and
recommending proactive security measures.

¢ Working collaboratively with other security professionals and IT teams to
ensure a comprehensive and robust security posture.

¢ Performing security awareness training for employees.

Key Responsibilities:

¢ Conduct vulnerability assessments and penetration testing to identify
weaknesses in systems and applications.

¢ Analyze security logs and event data to detect suspicious activity and
potential breaches.

e Investigate security incidents, determine root cause, and recommend
remediation actions.

¢ Participate in incident response planning and execution activities.

¢ Develop and maintain security documentation, including threat models,
incident response plans, and security policies.

¢ Stay informed about emerging cyber threats and vulnerabilities, and
recommend appropriate security controls.

e Collaborate with IT teams to implement security solutions and
configurations.

¢ Conduct security awareness training programs for employees to educate
them on cybersecurity best practices.

Required Skills and Qualifications:

¢ Bachelor’s degree in Computer Science, Information Security, or a related
field (or equivalent experience).

e Minimum 1-2 years of experience in information security analysis.

¢ Strong understanding of security principles, concepts, methodologies, and
best practices (including NIST Cybersecurity Framework).

¢ Experience with security tools and technologies (e.g., vulnerability scanners,
SIEM/SOC tools, intrusion detection/prevention systems).

¢ Excellent analytical and problem-solving skills.

¢ Strong communication and collaboration skills.

¢ Ability to prioritize tasks and work independently in a fast-paced
environment.

Experience:

This role is open to both experienced security analysts and enthusiastic individuals
with a strong foundation in information security.

¢ For experienced professionals: We are looking for candidates with a
proven track record of success in information security analysis. Your
experience should include vulnerability assessments, incident response,
security policy development, and security awareness training.

¢ For freshers: If you have a strong academic background in information
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security and a passion for cybersecurity, we encourage you to apply. We
offer a supportive and collaborative environment where you can learn from
experienced professionals and develop your skills.
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If You Want to Get Notifications about Various Jobs, Join our
Telegram Channel Now and Get notified Daily about the
Latest Jobs

Join us on
Telegram

Why Join Tata Motors?

* Make a real impact: Play a critical role in safeguarding the innovation and
intellectual property of a leading automotive manufacturer.

e Work with cutting-edge technology: Be at the forefront of cybersecurity,
utilizing advanced security tools and technologies.

¢ Learn and grow: Benefit from continuous learning opportunities,
professional development programs, and mentorship from industry experts.

¢ Collaborative and supportive environment: Work within a team of
passionate and dedicated security professionals.

¢ Global reach and impact: Contribute to the success of a multinational
corporation with a growing global presence..

¢ Competitive benefits package: Enjoy a comprehensive benefits package
that includes health insurance, paid time off, and retirement savings plans.

Application Process:

To apply, please submit your resume and a cover letter that highlights your relevant
skills and experience. We look forward to hearing from you!

Join Us and Shape the Future of Secure Mobility

At Tata Motors, we are committed to building a secure and innovative future of
mobility. As an Information Security Analyst, you'll play a vital role in protecting our
critical assets and enabling us to continue developing groundbreaking automotive
solutions. If you are a passionate and motivated individual with a strong desire to
make a difference, we encourage you to apply!

If You Want to Get Notification about Various Jobs, Join our
WhatsApp Channel Now and Get notified Daily about Latest
Jobs
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https://t.me/+QsNi5GCHfSOLDCEh

Important Links Find the Link in Apply Now Button
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